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Reversible Data Hidingin Encrypted Images
by Histogram Modification

ZHENG Shu-li, LI Dan-dan, HU Dong-hui, ZHANG Yun-ling

(School of Computer and Information, Hefei University of Technology, Hefei 230009, China)

Abstract: A novel reversible data hiding in encrypted domain is proposed based on block sorting and histogram
modification. The first work divides image into blocks and blocks sorting, and each block is permuted by scrambling
encryption. Then, the histogram of each block is modified to vacate room for secret data. Finally, the receiver can
decrypt firstly and then extract data, the inverse process is also viable. Experiments show that the operator of data
extraction and image decryption is completely separable in the proposed method, and compared with the existing
methods, the proposed method has improved embedding capacity while maintaining zero error rate, and has better
image quality while under-capacity.
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